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Overview 
This document prescribes best practices for implementing McAfee VirusScan Enterprise along with 
the AntiSpyware Enterprise Module utilizing the ePolicy Orchestrator management platform. It 
presumes that the reader has a basic understanding of the ePO management platform and primarily 
focuses on the anti-malware products. The examples provided herein are based upon the currently 
shipping versions of the McAfee Products at the time of this writing: 

 ePolicy Orchestrator 4.5 

 VirusScan Enterprise 8.7 

 AntiSpyware Enterprise Module 8.7 

In some cases, particular patch versions are also covered: 

 VirusScan Enterprise 8.7 plus Patch 2 

 VirusScan Enterprise 8.7 Patch 3 

To better facilitate location of features and buttons, exact keywords from the McAfee user interface 
are highlighted in blue. 
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Installation 
Prerequisites 

The primary prerequisite is an installed and operational ePO server with the current McAfee Agent 
checked in to the Master Repository along with its extension. The ePO installation program 
automatically checks in the McAfee Agent version available at the time of its initial release, though 
newer ones may have become available subsequent to its initial release. ePolicy Orchestrator 4.5 
ships with McAfee Agent 4.0, although McAfee Agent 4.5 is now the currently available version at the 
time of this writing. It is recommended that the more current version of the McAfee Agent be checked 
in to gain additional benefits, although that will not be covered here. In addition, the installation files 
for VirusScan Enterprise and AntiSpyware Enterprise module will be needed. 

 ePolicy Orchestrator 4.5 – installed and operational 

 McAfee Agent 4.5 – product package already checked in 

 VirusScan Enterprise 8.7 product package archive 
(At the time of this writing, the current archive file name is VSE870LMLRP2.zip) 

 VirusScan Enterprise 8.7 latest patch package archive 
(At the time of this writing, the current Patch 3 archive file name is VSE870P3.zip) 

 AntiSpyware Enterprise Module product package archive 
(At the time of this writing, the current archive file name is ASEM870LALL.zip) 

 

Installing Product Packages 
Generally there are two steps for installing new products into ePO: 

1. Check in the management extension(s) 

2. Check the product package into the Master Repository 

 

Installing Product Extensions into ePO 4.5 
Although the traditional ePO 4.0 product extension installation method continues to be available, ePO 
4.5 can import all embedded extensions in one step directly from the product package archive 
without any archive extraction steps. Within the ePO console navigate by clicking Menu ► Software 
► Extensions. Click the Install Extension button in the lower left corner of the console to launch the 
Install Extension file browser. Browse to and select the product package archive, such as 
VSE870LMLRP2.zip, and click Open and then OK. The web browser will proceed to upload the 
software package archive to the ePO server, which may take a few minutes. The patch packages 
may contain updated extensions that must also be checked in. (Figure 4) A common mistake is 
the failure to recognize and check in the updated extensions, especially those contained within patch 
packages, which results in a lack of expected functionality. For example, installing extensions from 
VirusScan Enterprise 8.7 Patch 3 contains updated extensions as shown in Figure 1 whereby one 
can verify the extension version numbers to confirm the version upgrade; note that two extensions 
are being confirmed and installed in one step. Never remove product extensions unless there is no 
further use for the product as removing the extension will delete all policies for that product within the 
ePO Policy Catalog. Install updates on top of the existing extensions to preserve and upgrade 
policies. 
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Installing Product Extensions into ePO 4.0 
In the traditional ePO 4.0 product extension installation method, the extensions are embedded 
inside of the product packages and therefore must be extracted prior to checking them in. 
(Figures 2 and 3) Furthermore, the patch packages may contain updated extensions that must 
also be extracted and checked in. (Figure 4) A common mistake is failure to recognize and check in 
the updated extensions, especially those contained within the patch packages, which results in a lack 
of expected functionality. The extensions themselves are also archives that can be located and 
extracted from within the product package archives; there is no need to extract the entire contents of 
either the product packages or the extensions as the archive files will be directly consumed by ePO. 
Highlighted in Figures 2 and 3 are examples of the product extensions to be extracted from the 
product package archives. Highlighted in figure 4 are examples of the updated product extensions 
contained within the patch package that supersede those in the product package. Never remove 
product extensions unless there is no further use for the product as removing the extension will delete 
all policies for that product within the ePO Policy Catalog. 

Figure 1 – ePO 4.5 simultaneously installing multiple extensions with notices of extension updates 
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Figure 3 – AntiSpyware Enterprise 8.7 product package archive with embedded extension highlighted 

Figure 2 – VirusScan Enterprise 8.7 product package archive with embedded extensions highlighted 
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Checking in Product Packages 
The product package archives are checked into the ePO Master Repository to be available for 
deployment to systems via the McAfee Agent. Within the ePO console navigate by clicking Menu ► 
Software ► Master Repository. Click the Check In Package button in the lower bar of the console 
and then click Browse and select the product package archive, such as VSE870LMLRP2.zip, and 
click Open and then Next. The web browser will proceed to upload the software package archive to 
the ePO server, which may take a few minutes. With ePO 4.5, one has the option to install packages 
into the Previous or Evaluation product deployment branches rather than the default Current branch. 
Note that patches are not deployable from any branch other than the default Current branch as of the 
initial release of the McAfee Agent 4.5 and any McAfee Agent 4.0 due to the bug described in 
KB53025, though product packages and content can be deployed from the other branches. (Figure 5) 

Figure 4 – VirusScan Enterprise 8.7 Patch 3 package archive with embedded extension updates highlighted 
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Figure 5 – Checking In VirusScan Enterprise 8.7 Patch 3 package into the Current branch 
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Policy 
Policy Catalog 

Upon initial installation of the extensions, default policies are created called My Default for all policy 
categories and assigned at My Organization. It is highly recommended that each My Default policy in 
each category be copied using the Duplicate link directly to the right before and customizations are 
made and policies assigned, so that the My Default policies can be referenced and used as templates 
for future policy creation. 

VirusScan and AntiSpyware Enterprise Policies 
The default policies are generally applicable and only a small amount of strategic optimizations are 
necessary, which are covered in the next sections. 

It is very important to recognize that there are separate settings for workstations and servers 
within each policy category page. Be careful to note whether Settings for Workstation or 
Settings for Server is selected while modifying VSE policies. Any changes made to either the 
Workstation of Server personality of the policy are retained regardless of which personality is 
currently selected when clicking the Save button. 

As the AntiSpyware Enterprise Module is an add-on component to VirusScan Enterprise, its policy 
configuration is merged into the VSE policy configurations even though ASEM is deployed separately 
as a product. 

Access Protection Policies – Access protection settings 
Enable access protection and Prevent McAfee services from being stopped should always be 
enabled, as they are by default. As a rule, there are no rationalizations for ever disabling either 
Enable access protection or Prevent McAfee services from being stopped as a part of a policy. 
Disabling either one creates a significant exposure to malware. 

Access Protection Policies – Access protection rules 
Access protection rules can be selectively enabled to block, report, or both on a per rule basis 
separately for Workstations and Servers. The left checkbox is to enable blocking, and the right 
checkbox is to enable reporting. Exceptions to these rules can be configured by highlighting the rule 
and clicking the Edit… button. In the subsequent Rule Details dialogue box, one can specify the 
filenames and/or paths to programs that should be exempt from the rule. Careful use of wildcards is 
permitted as described in KB54812. 

Anti-spyware Maximum Protection 

 Prevent execution of scripts from the Temp folder although not blocked by 
default, the default reporting of the event may cause an excessive number of events in many 
environments and disabling reporting as well should be considered. 

Anti-virus Standard Protection 

 Prevent mass mailing worms from sending mail is enabled for blocking and 
reporting by default, and essentially blocks all outbound traffic on TCP port 25. Although 
generally recommended for workstations, it may need to be completely disabled in policies 
for servers. 

 Prevent IRC communication occasionally blocks desired outbound traffic in 
some environments. It is recommended to be left enabled for policies protecting the majority 
of the endpoints due to the historic usage of IRC communications for botnet command and 
control. 



White Paper 

McAfee and/or additional marks herein are registered trademarks or trademarks of McAfee, Inc. and/or its affiliates in the US and/or other countries. All other 
registered and unregistered trademarks herein are the sole property of their respective owners. © 2010 McAfee, Inc. All rights reserved. 

12 

 
Common Standard Protection 

 Prevent common programs from running files from the Temp folder although 
not blocked by default, the default reporting of the event may cause an excessive number of 
events in many environments and disabling reporting as well should be considered. 

Common Maximum Protection 

 Prevent launching of files from the Downloaded Program Files folder 
although not blocked by default, the default reporting of the event may cause an excessive 
number of events in many environments and disabling reporting as well should be 
considered. 

Virtual Machine Protection 

 Although none of the rules in this section are blocked by default, the default 
reporting of the events may cause an excessive number of events in many environments and 
disabling reporting as well for all of these rules should be considered. If these rules are 
desired, then each rule should be modified to add the necessary process exclusions to 
prevent false triggering. 

User-defined Rules 

 User defined rules for port blocking, file/folder blocking, and registry blocking 
can be created, though great care must be taken when creating or modifying these rules as 
they apply to nearly all processes within the system including much of the Windows operating 
system itself. It is quite easy to create a rule without the proper exclusions that will prevent 
Windows from booting, successfully logging on, or accessing the network. This has 
happened. Furthermore, unwittingly blocking some functions may cause the system to 
become unable to update with the corrected policy by itself, which may then require 
external intervention on each involved system. It is therefore strongly recommended that a 
test group of systems with a separate test policy (Duplicate) be used when creating or modify 
User-defined Rules until validated through testing. Examination of McAfee’s predefined rules 
and exceptions can provide valuable insight during this process. 

Alert Polices 
This is a legacy configuration category that is no longer used, except for the Additional Alerting 
Options section, which is always left at defaults. 

Buffer Overflow Protection Policies – Buffer overflow settings 
Buffer overflow settings 

 Enable buffer overflow protection should always be enabled and in 
Protection mode, as they are by default. As a rule, there are no rationalizations for ever 
disabling either Enable buffer overflow protection or Protection mode as a part of a policy. 
Disabling either one creates a significant exposure to malware. 

Buffer Overflow Protection Policies – Client system warning 
 Show the messages dialog box when a buffer overflow is detected is enabled 

by default and quite useful during testing. Some environments may wish to disable user 
alerting pop-ups in lieu of centralized alerting. 
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On-Access Default Processes Policies – Process Settings 
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It is strongly recommended that differentiated process scanning policies are always used by 
selecting Configure different scanning policies for high-risk, low-risk, and default processes. (Figure 
6) All systems in all environments will benefit greatly from judicious use of this feature. Not only can 
system and application performance be significantly improved, but greater security will result through 
the use of less file/folder exclusions which reduces the exposure footprint to malware. Differentiated 
process scanning policies allow for a more comprehensive default scanning policy with fewer 
exclusions as critical applications are designated as low-risk processes and configured to be subject 
to significantly less on-access scrutiny. Security is maintained as the application itself is still scanned 
by the Default or high-risk policies upon invocation as the low-risk process classification only applies 
to the running process, not the invoking process such as Explorer or Service Control Manager. 
Similarly, low-risk process classification is not conferred upon child processes, unless they too are 
explicitly designated as low-risk processes in policy. A significant factor in performance improvement 
is due to the much greater efficiency of the low-risk process classification compared to the file/folder 
exclusion list wildcard evaluation. Therefore, low-risk process classification always provides 
significantly better performance gains than file/folder exclusions. Suggestions for common 
processes to consider for low-risk classification are detailed in the On-Access Low-Risk Processes 
Policies section. 

On-Access High-Risk Processes Policies 

Some processes warrant explicit inclusion for comprehensive scanning, such as Explorer, Internet 
Explorer, Mozilla, and Outlook. Processes matching this classification can not only have more 

Figure 6 – On-Access Default Processes Policies 
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aggressive scan settings, but also a different, possibly empty list of file/folder exclusions in contrast to 
the On-Access Default Processes Policies. In this case, the use of differentiated scanning policies 
increases security by eliminating file/folder exclusions for risky processes. Internet-facing social 
media applications are candidates for this classification, of which many are pre-populated. 

On-Access Low-Risk Processes Policies 
On-Access Low-Risk Processes Policies will typically have the Scan Items When writing to disk, 
When reading from disk, and On network drives all disabled to provide the performance improvement 
when for reading/writing to the disk or network. The following are suggestions for common processes 
to consider for low-risk classification follow, including some McAfee products. As with any type of anti-
malware exclusion, the potential risks should be weighed for each unique environment. 

Figure 7 provides an example process list in an On-Access Low-Risk Processes Policy to be 
assigned to ePO infrastructure servers, including the ePO application server, Microsoft SQL Server, 
and Agent Handlers. 

 

McAfee Agent 

FrameworkService.exe Improves overall performance 

 

McAfee VirusScan Enterprise 

McScanCheck.exe Improves DAT update performance 

McScript_InUse.exe Improves DAT update performance 

mcupdate.exe Improves DAT update performance 

 

McAfee ePolicy Orchestrator 

apache.exe Improves ePO console performance 

eventparser.exe Improves event insertion performance significantly 

tomcat5.exe Improves ASCI performance 

 

McAfee Host Data Loss Prevention – Server 

dlpwcfservice.exe Improves overall performance 

 

McAfee SiteAdvisor Enterprise 

mcsacore.exe Improves overall browser performance, especially startup time 
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Microsoft SQL Server 

sqlservr.exe Improves overall performance 

sqlwriter.exe Improves overall performance 

 

VMware Workstation/Player 

vmware.exe Improves overall performance significantly 

vmware-vmx.exe Improves overall performance significantly 

 

 

Figure 7 – Example Low-Risk Processes Policy for ePolicy Orchestrator infrastructure servers 
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On-Access General Policies – Processes on Enable 
The Processes on Enable setting, or more accurately Scan Processes on Enable setting, is a feature 
that initiates a scan of all processes’ memory any time that on-access scanning is enabled or re-
enabled. The current default for this setting is disabled, except for policies that were created from 
templates supplied with extensions prior to VirusScan Enterprise Patch 1. Be sure to go back and 
configure the Processes on Enable setting in older policies that were created with prior versions 
of the extension or migrated from prior versions of VSE. There are two major times that this occurs: 

 System Boot – On-access scanning is typically configured to be 
automatically enabled during the system is boot with the Enable on-access scanning at 
system startup setting. Some users notice a longer boot time due to the triggered memory 
scan as on-access scanning is enabled during system startup. 

 Engine/DAT AutoUpdate – Any time after a successful AutoUpdate of the 
engine or DATs, the McAfee engine is reinitialized which causes on-access scanning to be 
re-enabled. Some users notice a system performance impact during the triggered memory 
scan. 

The requirement for Scan Processes on Enable is abated by McAfee's best practice recommendation 
to have a daily client task that conducts a memory scan one or more times per day that is covered in 
the Client Tasks section. 

On-Access General Policies – Enable on-access scanning at system startup 
The Enable on-access scanning at system startup setting should always be enabled as it is by 
default as disabling it creates a significant exposure to malware. 

On-Access General Policies – Heuristic network check for suspicious files 
The current default for this setting is conservatively set at Very low, except for policies that were 
created from templates supplied with extensions prior to VirusScan Enterprise Patch 2. Be sure to 
go back and configure the Artemis level in older policies that were created with prior versions of 
the extension or migrated from prior versions of VSE. It is highly recommended that Heuristic network 
check for suspicious files be at least conservatively configured to Very low and strong consideration 
be given to configuring it to Low or Medium. The cloud-based content for this feature is continually 
engineered for the greatest benefit/risk ratio at the Medium setting. More information on Artemis 
technology can be found in KB53735. 

On-Access General Policies – ScriptScan 
Enable scanning of scripts is recommended to be left at its default setting of enabled. If there are 
performance concerns about this feature, specific trusted scripts can be excluded in the ScriptScan 
exclusions section. Additionally URL whitelisting can be used to exclude entire web sites, especially 
internal domains, can be excluded in their entirety through the technique documented in KB65382. 

Unwanted Programs Policies 
Upon initial installation or policy creation for a new application, it may prove beneficial to temporarily 
configure On-Access Default Processes Policies ►Actions ►When an unwanted program is found to 
Allow access to files in order to canvass any possible false detections that may occur. It is important 
to note that exclusions for PUP false detections are specified by the VSE detection name, not the 
name of the program that triggered the detection. 



White Paper 

McAfee and/or additional marks herein are registered trademarks or trademarks of McAfee, Inc. and/or its affiliates in the US and/or other countries. All other 
registered and unregistered trademarks herein are the sole property of their respective owners. © 2010 McAfee, Inc. All rights reserved. 

18 

 

Client Tasks 
VirusScan Enterprise has the product-specific client tasks of On Demand Scan and Restore from 
Quarantine as well general tasks such as Product Deployment and Product Update tasks. 

On Demand Scan 
It is recommend that at a minimum two On Demand Scan tasks are created for all systems: a quick 
daily scan task and a more comprehensive scan task that occurs on a longer interval. 

The daily scan task should be scheduled to execute at least once per day with multiple scan per day 
being more optimal. The task should have Locations to scan configured for only Memory for rootkits 
and Running processes to execute quickly with little impact. 

The traditional On Demand Scan task should be scheduled on a weekly, bi-weekly, monthly, or even 
a quarterly basis optimally with the lowest periodicity permissible depending upon prevailing business 
requirements. The task should have Locations to scan configured for Memory for rootkits, Running 
processes, All local drives, Cookies, and Registry as pre-populated with a newly created On Demand 
Scan task. It is imperative that File types to scan be configured to All files to allow VSE heuristics to 
determine file content type regardless of file extensions to its fullest as Windows will readily execute 
any binary regardless of its file extension. The Heuristic network check for suspicious files should be 
configured similarly to the corresponding chosen setting in the On-Access General Policies. 

Restore from Quarantine 
One major benefit of VirusScan Enterprise is its ability to restore quarantined files on systems from 
the central console. This is accomplished with the Restore from Quarantine task. The task is 
exceeding simple to use: simply enter into the Detection name field the name by which VSE made the 
detection. For Artemis detections, the detection name will be in the format of Artemis!1234567890AB 
with the digits trailing the exclamation point uniquely identifying that particular file for restoration. 


